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AHHOTALIUSA

B oannoii cmamve nposooumcs écecmoponnuii ananuz amaxu CSRF (Cross-Site Request
Forgery), komopasa cuumaemcs 00Hou u3z Haubojiee akmyaibHblx npobdiem 8 6e30nacHOCHU
6eO-npunodceHull. J[auuviii mun amaxku Xapaxkmepusyemcs He3aKOHHbIM UCNOIb308aAHUEeM
AKMUBHOLL CeCccuu noab3oeamens 8 cucmeme, npu KOMoOpPoM NOJb308AMENb, CAM MO20 He
0CO3HABAS, BbIHYHCOEH OMNPABIAMb 6Pe0OHOCHble 3anpocvl. B pesyibmame mozym
B03HUKHYMb Cepbé3nble PUCKU, MAaKUe KaK U3MeHeHue OAHHbIX YYEMHOU 3anucl, 6blN0IHEeHUe
@uHaHCOBbIX Onepayull uiu OPyeux 6adCHuIX 0etucmeull.

B xo00e uccreoosanus noopoono paccmampusaromcs npuyunvl 603HukHoeenus CSRF-
amax, 8 YacmHocmu HeOOCMAmKU NPOYeccos aymeHmupukayuu u asmopusayuu 6 6eo -
NPUNONHCEHUAX, VAZBUMOCMU YNPAGIEHUA CEeCCUAMU, A MAKMCe CAyYau HenpasuibHO20
Ucnow306anusi 0oeepus noavzosamens. Kpome moeo, obwacuaromcs pasznuunvie 6Uobl
OaHHOU amaxu u cnocoobwvl eé peanuzayuil ¢ RPUMepamu.

Kawuesbie caoBa: CSRF-amaxa, ee6-06e3zonacnocmo, ceccus, aymenmughuxkayus,
asmopu3ayust, 6peOOHOCHbLI 3aNpPoc, KVKU, MOKeH, 0oeepue noab30eamelis, Kubepamaxa

Annotation

This article provides a comprehensive analysis of the CSRF (Cross-Site Request Forgery)
attack, which is considered one of the most critical issues in web application security. This
type of attackis characterized by theunauthorizeduse of a user’s active session in the system,
where the user is tricked into unknowingly sending malicious requests. As a result, serious
risks may arise, such as changing accountinformation, performing financial transactions, or
executing other important actions.
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During the research, the causes of CSRF attacks are thoroughly examined, including
weaknesses inauthenticationand authorization processesinweb applications, vul nerabilities
in session management, and cases of exploiting user trust. In addition, different types of this
attack and methods of its execution are explained with examples.

Keywords: CSRF attack, web security, session, authentication, authorization, malicious
request, cookies, token, user trust, cyberattack

In today’s rapidly evolving digital era, web applications have deeply penetrated almost all
areas of human life. Banking services, electronic payment systems, online shopping
platforms, social networks, as well as various public and private services are largely carried
out through web applications. Such widespread use significantly increases the demand for
information security.

One of the most common and serious threats to web application security is the CSRF
(Cross-Site Request Forgery) attack. This type of attack is based on exploiting an active user
session in the browser to send unauthorized requests on behalf of the user. In other words,
when a useris logged intoa system, an attacker candeceive theminto automatically executing
malicious requests. As a result, the user may unknowingly change their password, transfer
money, or perform other sensitive operations.

The danger of CSRF attacks lies in the fact that they do not involve direct intrusion into
the system, but rather exploitan already trusted session. Therefore, detecting and preventing
such attacks can be challenging. This risk becomes even higher in web applications where
authentication and session management are not properly secured.

Moreover, modern web technologies and browser cookie policies, as well as cross-site
request mechanisms, can create conditions for CSRF attacks to occur. Therefore, it is crucial
for developers to implement proper security measures, including the use of CSRF tokens,
configuring the SameSite cookie attribute, and introducing additional request validation
mechanisms.

Literature Review and Methodology

The literature reviewconducted onthe study of CSRF (Cross-Site Request Forgery) attacks
shows that this issue has remained relevant in the field of web security for many years. In
scientific sources, CSRF is mainly defined as a type of attack carried outby exploitingauser’s
session. According to the security recommendations provided by OWASP (Open Web
Application Security Project), CSRF is recognized as one of the most common web security
vulnerabilities. Furthermore, modern research highlights the connection of this attack with
browser cookie policies, authentication mechanisms, and the operational principles of HTTP
requests.
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During the literature review, various scientific articles, cybersecurity manuals, and the
OWASP Top 10 security list were studied as primary sources. These materials provide a
detailed explanation of the CSRF attack mechanism, its types, and methods of protection. In
particular, the use of CSRF tokens, implementation of the SameSite cookie attribute, and
validation of user requests are identified as effective protective measures.

As a research methodology, both theoretical analysis and practical approaches were
applied. The theoretical part involved studying existing scientific literature, online resources,
and security standards. The practical part focused on analyzinghow CSRF attacks occur in
web applications and the mechanisms for preventing them. In addition, the attack mechanism
was modeled in various testing environments by simulating malicious requests.

This approach made it possible to gain a deeper understanding of the nature of CSRF
attacks, assess their level of risk, and develop effective security measures.

Results and Discussion

During the study, it was determined that CSRF (Cross-Site Request Forgery) attacks pose
aseriousthreatto web application security. The reviewed sourcesand practical analyses show
that this type of attack is carried out by exploiting an active user session and often goes
unnoticed by the user. As a result, unauthorized requests may be sent to the system, leading
to dangerous situations such as modification of accountinformation or execution of financial
transactions.

Practical analysis has shown that CSRF attacksare most effective in web applications with
weak authentication and session management mechanisms. In particular, in systems where
additional verification of user requests is not implemented, it becomes easierto carry out such
attacks. Weaknesses in browser cookie policies and the lack of restrictions on cross-site
requests also contribute to the escalation of this issue.

During the discussion, it was identified that the most effective protection methods against
CSRF attacks include the use of CSRF tokens, implementation of the SameSite cookie
attribute, and the introduction of mechanisms for verifying each critical request. These
measuressignificantly reduce the possibility of unauthorized use of user sessions by attackers.

Furthermore, modern security practices indicate that applying only technical protection
measures is not sufficient. Increasing user awareness of cybersecurity is also of great
importance, as many attacks are carried out through social engineering techniques.

Conclusion

CSRF (Cross-Site Request Forgery) attacks are considered one of the significant
cybersecurity threats to modern web application security. The conducted analyses show that
this type of attack is carried out through the misuse of a user’s session, resulting in
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unauthorized requests being sent to the system. This negatively affects the security of users’
personal data, account information, and critical operations.

During the study, the mechanism of CSRF attacks, their causes, and their connection with
vulnerabilities in web applications were examined. The results indicate that systems with
poorly protected authentication and session management are more vulnerable to such attacks.

Furthermore, the use of CSRF tokens, implementation of the SameSite cookie attribute,
and additional verification of user requests were identified as the most effective solutions for
protectingagainst CSRF attacks.

References:

1. OWASP Foundation. OWASP Top 10 Web Application Security Risks.
https://owasp.org

2. OWASP Foundation. Cross-Site Request Forgery (CSRF) Prevention Cheat Sheet.
https://owasp.org/www-community/attacks/csrf

3. Stuttard D., Pinto M. The Web Application Hacker’s Handbook. Wiley Publishing.

4. Zalewski M. The Tangled Web: A Guide to Securing Modern Web Applications. No
Starch Press.

5. Mozilla Developer Network (MDN). Web Security: CSRF and SameSite Cookies.
https://developer.mozilla.org

6. RFC 6265. HTTP State Management Mechanism (Cookies). IETF Standards.

7. Stallings W. Network Security Essentials: Applications and Standards. Pearson
Education.

8. Goodfellow I., et al. Web Application Security: Concepts and Practices (scientific
reference materials)

7 ..___\.._::.I i
/ 340/
:r:-:“".--.‘_ A


https://phoenixpublication.net/
https://owasp.org/
https://owasp.org/www-community/attacks/csrf
https://developer.mozilla.org/

