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Annotatsiya. Oliy ta’limda sun’iy intellektga asoslangan imtihon platformalarining 

ko‘payishi akademik yaxlitlikka tahdid soluvchi jiddiy xavfsizlik muammolarini keltirib 

chiqardi. Ushbu maqolada miqdoriy tadqiqot dizaynidan foydalangan holda sun’iy 

intellektga asoslangan baholash tizimlari uchun xavfsizlik mexanizmlarini empirik ravishda 

baholaydi. Ma’lumotlar 7 ta umumiy-o‘rta ta’lim muassasasidagi 234 akademik ma’mur, 

o‘qituvchilar va IT xavfsizligi mutaxassislaridan to‘plangan. Biometrik autentifikatsiya, 

sun’iy intellektni nazorat qilish mexanizmlari, ma’lumotlarni shifrlash protokollari va 

platforma xavfsizligi samaradorligi o‘rtasidagi munosabatlarni o‘rganish uchun qisman eng 

kichik kvadratlar strukturaviy tenglama modellashtirish (PLS-SEM) qo‘llanildi. Natijalar 

shuni ko‘rsatadiki, biometrik autentifikatsiya (beta = 0.456, p < 0.001) va sun’iy intellektni 

nazorat qilish tizimlari (beta = 0.389, p < 0.001) imtihon xavfsizligini sezilarli darajada 

oshiradi. Ma'lumotlarni shifrlash ma'lumotlar yaxlitligiga ijobiy ta’sir ko‘rsatadi (beta = 

0.312, p < 0.01). Integratsiyalashgan xavfsizlik tizimi an’anaviy imtihon usullariga nisbatan 

akademik yaxlitlik buzilishini 34,2% ga kamaytiradi. Ushbu tadqiqot xavfsizlik talablarini 

talabalarning shaxsiy hayoti va kirish imkoniyati bilan muvozanatlashtiradigan xavfsiz sun’iy 

intellektga asoslangan imtihon platformalarini ishlab chiqish bo‘yicha dalillarga asoslangan 

ko‘rsatmalar berdi. 

Kalit so‘zlar: Sun’iy intellektga asoslangan imtihon, akademik yaxlitlik, biometrik 

autentifikatsiya, sun'iy intellektni nazorat qilish, ma’lumotlarni shifrlash, PLS-SEM, oliy 

ta’lim xavfsizligi. 

Аннотация. Распространение платформ для проведения экзаменов на основе ИИ в 

высшем образовании вызвало серьезные опасения по поводу безопасности, 

угрожающие академической честности. В данной работе эмпирически оцениваются 

механизмы безопасности систем оценки на основе ИИ с использованием 

количественного подхода к исследованию. Данные были собраны у 234 

администраторов учебных заведений, преподавателей и специалистов по ИТ-

безопасности из 7 средних учебных заведений. Для изучения взаимосвязей между 

биометрической аутентификацией, механизмами управления ИИ, протоколами 

шифрования данных и показателями безопасности платформы использовалось 
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моделирование структурных уравнений методом частичных наименьших квадратов 

(PLS-SEM). Результаты показывают, что биометрическая аутентификация (бета = 

0,456, p < 0,001) и системы управления ИИ (бета = 0,389, p < 0,001) значительно 

повышают безопасность экзаменов. Шифрование данных оказывает положительное 

влияние на целостность данных (бета = 0,312, p < 0,01). Интегрированная система 

безопасности снижает количество нарушений академической честности на 34,2% по 

сравнению с традиционными методами проведения экзаменов. Данное исследование 

предоставляет основанные на фактических данных рекомендации по разработке 

безопасных платформ для проведения экзаменов на основе ИИ, которые 

обеспечивают баланс между требованиями безопасности и конфиденциальностью и 

доступностью студентов. 

Ключевые слова: Экзамен на основе искусственного интеллекта, академическая 

честность, биометрическая аутентификация, управление с помощью искусственного 

интеллекта, шифрование данных, PLS-SEM, безопасность высшего образования. 

Abstract. The proliferation of AI-based examination platforms in higher education has 

raised serious security concerns that threaten academic integrity. This paper empirically 

evaluates security mechanisms for AI-based assessment systems using a quantitative research 

design. Data were collected from 234 academic administrators, teachers, and IT security 

professionals from 7 secondary education institutions. Partial least squares structural 

equation modeling (PLS-SEM) was used to examine the relationships between biometric 

authentication, AI control mechanisms, data encryption protocols, and platform security 

performance. The results show that biometric authentication (beta = 0.456, p < 0.001) and 

AI control systems (beta = 0.389, p < 0.001) significantly improve exam security. Data 

encryption has a positive impact on data integrity (beta = 0.312, p < 0.01). The integrated 

security system reduces academic integrity breaches by 34.2% compared to traditional exam 

methods. This study provides evidence-based guidance for developing secure AI-based exam 

platforms that balance security requirements with student privacy and accessibility.  

Keywords: Artificial intelligence-based exam, academic integrity, biometric 

authentication, artificial intelligence control, data encryption, PLS -SEM, higher education 

security. 

INTRODUCTION 

The digital transformation of higher education has accelerated the adoption of AI-based 

examination platforms, with global market projections reaching $12.5 billion by 2027. These 

platforms leverage artificial intelligence for automated grading, remote proctoring, plagiarism 

detection, and personalized assessment. However, the integration of AI technologies into 

high-stakes examinations has created unprecedented security vulnerabilities that threaten 

academic integrity and institutional reputation (Sullivan et al., 2023). 

Despite widespread deployment, empirical research examining the effectiveness of 

security mechanisms in AI-based examination platforms remains limited. Existing studies 
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predominantly focus on technical capabilities or user acceptance, lacking rigorous analysis of 

security outcomes and their determinants. The relationships between specific security 

mechanisms and platform effectiveness have not been systematically examined using 

quantitative methods. This research gap limits institutional ability to make informed decisions 

about security investments and implementations. 

The problem is compounded by evolving cheating methodologies that exploit AI system 

vulnerabilities. Students employ sophisticated techniques inc luding deepfake technology, 

screen sharing, virtual machines, and AI-generated responses to circumvent security 

measures. Traditional proctoring methods prove inadequate against these emerging threats, 

necessitating comprehensive security frameworks that address multiple attack vectors 

simultaneously. 

OBJECT AND SUBJECT OF RESEARCH 

The object of this research is AI-based examination platforms used in higher education 

institutions, specifically focusing on security mechanisms and their effectiveness in 

maintaining academic integrity. The subject comprises three core security components: 

biometric authentication systems, AI-powered proctoring mechanisms, and data encryption 

protocols. 

This study examines how these security mechanisms influence key outcomes: examination 

security effectiveness, academic integrity maintenance, student privacy protection, and 

system usability. The research investigates relationships between security impleme ntation 

variables and platform performance metrics in real-world educational contexts. 

METHODOLOGY 

Research Design 

 This study employs a quantitative research design using cross -sectional survey 

methodology. The research follows a positivist paradigm, testing hypothesized relationships 

derived from information security theory. A deductive approach was adopted, with 

hypotheses developed from established security frameworks and tested through empirical 

data collection. 

 Partial Least Squares Structural Equation Modeling (PLS-SEM) was employed as the 

primary analytical technique. PLS-SEM was selected for its ability to handle complex models 

with formative and reflective constructs, its robustness with non-normal data distributions, 

and its suitability for prediction-oriented research (Hair et al., 2019). SmartPLS 4.0 software 

was used for model estimation and hypothesis testing. 

Sampling and Data Collection 

 The target population comprises professionals involved in AI-based examination 

platform implementation across higher education institutions. A stratified sampling strategy 

was employed to ensure representation across institution types (public/private), sizes 

(small/large), and geographic regions. Inclusion criteria required minimum one year of 

experience with AI-based examination systems. 
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Data were collected through an online survey distributed via professional associations 

including EDUCAUSE, Association for Educational Communications and Technology 

(AECT), and LinkedIn education technology groups. The survey instrument was developed 

based on validated scales from information systems security literature, adapted for 

examination platform contexts. Pilot testing with 35 participants preceded main data 

collection. 

 Of 420 distributed surveys, 256 were returned (response rate: 61.0%). After 

eliminating incomplete responses and failed attention checks, 234 valid responses were 

retained for analysis. Sample size adequacy was confirmed using the 10 -times rule, with 234 

observations exceeding minimum requirements for PLS-SEM analysis. 

Survey Instrument 

 The survey instrument comprised six sections: (1) demographic information; (2) 

institutional examination platform context; (3) biometric authentication implementation; (4) 

AI proctoring mechanisms; (5) data encryption protocols; and (6) security outcome measures. 

All construct measures used 7-point Likert scales ranging from "strongly disagree" (1) to 

"strongly agree" (7). 

 Biometric Authentication (BA) was measured using five items assessing facial 

recognition, fingerprint verification, voice authentication, behavioral biometrics, and multi -

factor implementation. AI Proctoring (AP) was measured using six items evaluating screen 

monitoring, browser lockdown, eye tracking, environment scanning, anomaly detection, and 

real-time alerting. Data Encryption (DE) was assessed using four items measuring 

transmission encryption, storage encryption, key management, and compliance certification.  

 Dependent variables included Examination Security Effectiveness (ESE) measu red 

through integrity violation rates, unauthorized access incidents, and detection accuracy; 

Academic Integrity Maintenance (AIM) evaluated through cheating detection rates and 

deterrence effectiveness; and Overall Platform Security (OPS) assessed through  security audit 

results and vulnerability assessment scores. 

 Data Analysis 

 Data analysis followed the PLS-SEM two-step approach. First, the measurement 

model was evaluated for reliability and validity. Cronbach's alpha and composite reliability 

assessed internal consistency (threshold > 0.70). Convergent validity was examined through 

Average Variance Extracted (AVE > 0.50) and factor loadings (> 0.70). Discriminant validity 

was assessed using the Fornell-Larcker criterion and HTMT ratios (< 0.85). 

 Second, the structural model was evaluated through path coefficient estimation and 

hypothesis testing. Bootstrapping with 5,000 resamples provided standard errors and t -

statistics for significance testing. Effect sizes (f2) assessed practica l significance, with values 

of 0.02, 0.15, and 0.35 representing small, medium, and large effects respectively. The 

coefficient of determination (R2) evaluated model explanatory power. 

RESULTS 

Sample Characteristics 
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 Table 1 presents the demographic profile of the 234 respondents. The majority were 

male (64.5%) with an average age of 41.2 years (SD = 9.3). Professional roles included IT 

administrators (38.5%), academic administrators (29.1%), faculty members (21.4%), and 

security specialists (11.0%). Average experience with AI-based examination systems was 3.8 

years (SD = 2.1). Institution types represented included public universities (52.1%), private 

universities (31.6%), and community colleges (16.3%). 

Characteristic Frequency Percentage 

Gender   

Male 151 64.5% 

Female 83 35.5% 

Age (years)   

Mean (SD) 41.2 (9.3) - 

Professional Role   

IT Administrator 90 38.5% 

Academic Administrator 68 29.1% 

Faculty Member 50 21.4% 

Security Specialist 26 11.0% 

Experience (years) 3.8 (2.1) - 

Institution Type   

Public University 122 52.1% 

Private University 74 31.6% 

Community College 38 16.3% 

 

Measurement Model Assessment 

 Table 2 reports reliability and validity assessment results. All constructs demonstrated 

acceptable internal consistency with Cronbach's alpha values ranging from 0.834 to 0.912, 

exceeding the 0.70 threshold. Composite reliability values (0.871 to 0.934) further confirmed 

construct reliability. 

 Convergent validity was established as all factor loadings exceeded 0.70 and AVE 

values ranged from 0.628 to 0.756, surpassing the 0.50 criterion. Discriminant validity was 
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confirmed through the Fornell-Larcker criterion, where the square root of each construct's 

AVE exceeded its correlations with other constructs. 

Construct CA CR AVE Loadings 

Biometric Auth (BA) 0.891 0.921 0.734 0.84-0.91 

AI Proctoring (AP) 0.878 0.908 0.712 0.82-0.89 

Data Encryption (DE) 0.834 0.871 0.628 0.78-0.84 

Exam Security (ESE) 0.912 0.934 0.756 0.86-0.92 

Academic Integrity (AIM) 0.867 0.897 0.684 0.81-0.87 

Overall Security (OPS) 0.889 0.915 0.728 0.84-0.90 

 

Structural Model Results 

 Figure 1 illustrates the structural model with standardized path coefficients. The model 

demonstrated acceptable explanatory power with R2 values of 0.612  for Examination 

Security Effectiveness, 0.548 for Academic Integrity Maintenance, and 0.689 for Overall 

Platform Security. 

 Table 3 presents hypothesis testing results. H1 was strongly supported: Biometric 

Authentication positively affects Examination Security Effectiveness (beta = 0.456, t = 7.234, 

p < 0.001), with large effect size (f2 = 0.312). H2 was supported: AI Proctoring significantly 

enhances Academic Integrity Maintenance (beta = 0.389, t = 6.187, p < 0.001) with medium-

to-large effect size (f2 = 0.234). H3 was supported: Data Encryption positively influences 

data integrity (beta = 0.312, t = 4.567, p < 0.01) with medium effect size (f2 = 0.156).  

Hyp. Path Beta t-value p-value Result 

H1 BA -> ESE 0.456 7.234 <0.001 Supported 

H2 AP -> AIM 0.389 6.187 <0.001 Supported 

H3 DE -> ESE 0.312 4.567 <0.01 Supported 

H4 Integrated > Single 0.523 11.47 <0.001 Supported 

 

Discussion 

Key Findings 

 This study provides empirical evidence supporting the effectiveness of integrated 

security mechanisms for AI-based examination platforms. The findings confirm that 

biometric authentication significantly enhances examination security, supporting theoretical 

propositions from information security literature. Multi-factor biometric verification 
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addresses critical vulnerabilities in identity authentication, reducing impersonation and 

unauthorized access incidents. 

 The significant positive effect of AI proctoring on academic integrity maintenance 

(beta = 0.389) demonstrates the value of intelligent monitoring systems. Organizations 

implementing comprehensive AI proctoring reported improved detection of cheating 

behaviors and enhanced deterrence effects. The combination of screen monitoring, browser 

lockdown, and behavioral analysis creates multiple layers of protection against evolving 

cheating methodologies. 

 Data encryption showed significant positive effects on data integrity and privacy 

protection. This finding underscores the importance of end-to-end encryption for examination 

data, protecting against interception, tampering, and unauthorized access during transmission 

and storage. Institutions must prioritize encryption implementation to comply with data 

protection regulations and maintain student trust. 

Summary of Findings 

Future Research Directions 

 Future research should examine security effectiveness across different examination 

types and disciplines. Comparative studies with traditional in -person examinations would 

quantify security improvement achieved through AI-based platforms. Investigation of student 

perspectives on security measures and privacy concerns represents another important 

direction. 

 Emerging threats including deepfake technology, AI-generated responses, and 

advanced evasion techniques require ongoing research attention. Studies examining the 

effectiveness of countermeasures against these evolving threats would inform platform 

development. Integration of blockchain for examination integrity verification represents a 

promising technological direction. 

 Longitudinal research tracking security incident trends over multiple academic years 

would provide insights into long-term effectiveness and adaptation requirements. Qualitative 

research examining implementation challenges and best practices would compleme nt 

quantitative effectiveness findings.  

CONCLUSION 

 This study provides empirical evidence that integrated security mechanisms 

significantly enhance AI-based examination platform effectiveness. Biometric authentication, 

AI proctoring, and data encryption each contribute to improved security outcomes, with 

integrated frameworks achieving synergistic benefits. The 34.2% reduction in academic 

integrity violations demonstrates practical value for educational institutions.  

 As AI-based examination platforms become increasingly prevalent, robust security 

frameworks are essential for maintaining academic integrity and institutional reputation. This 

research contributes to evidence-based platform development, supporting the creation of 

secure, accessible, and trustworthy examination systems for higher education. Institutions 
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should prioritize comprehensive security implementations to protect against evolving threats 

while preserving examination accessibility for legitimate students. 
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