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AHHOTalIl/Iﬂ: B cmamuve pacemampuearomci aKkmyajibHble 60npocvbl MAKMUKU U
MemoOuKy paccmMompeHus aOMUHUCMPAMUBHbIX —NpABOHApYWeHUltl 6 chepe
UHGOPMAYUOHHBIX — MEXHOJ02Ull, a makKdice O0COOEHHOCMU  PAcCed08aHUs
npecmynieHull, cogepuiaemvix 8 Kubepnpocmpancmee. AHAIUZUPYIOMC OCHOBHbLE
BUObl  AOMUHUCPAMUBHLIX — NPABOHAPpYWEHUU U  KubepnpecmynieHutl, ux
XapakmepHovle Npu3HaKu U CJHO0HCHOCMU 6blAGIEHUAL. Ocoboe enumanue y()e/lﬂemwz
eonpocam cobopa, d¢ukcayuu u oyeHku YuPposvlx Ooxkazamenbcms, PoJu
cneyuaiucmoese 6 obaacmu uH(ﬁopM(IZ/;uOHHblx MexHoNo2ull U npumMeHeHUro
KOMNbIOMEPHO -MEXHUUECKUX IKCnepmus. Hodqepkueaemc;z 3HA4YeHue
MeAHCBEOOMCMBEHHO20 U MeNCOYHAPOOHO20 COmpYOHUYecmea 8 0Oopvbe ¢
kubepnpecmynnocmoto. Coenarn 6b1600 0 HEOOXOOUMOCMU COBEPULEHCMBOBAHUS
npogheccuoHaIbHOU NOO20MOBKU COMPYOHUKOB NPABOOXPAHUMENbHbIX OP2AHO8 U
BHEOPEHUSL COBPEMEHHbIX MEeXHUUECKUX cpedCcms OJisl NOsblueHUs: IPheKkmusHocmu
nPOMUBO el CMBUSL NP ABOHAPYUEHUAM 8 YUPP 08Ol cpede.

KiaroueBbie cJoBa: qul)OpMClb;MOHHble mexHoJjliocuu, adMuHucmpamueHble
npasonapyuierusi, KubepnpecmynieHus, Kubepnpocmpaucmeo, yugposuie
0oKazamenbcmea, paccied08anue npecmynieHull.

Abstract: The article examines current issues in the tactics and methodology of
handling administrative offenses in the field of information technology, as well as the
specific features of investigating crimes committed in cyberspace. It analyzes the main
types of administrative offenses and cybercrimes, their characteristic features, and the
difficulties involved in detecting them. Particular attention is paid to the collection,
documentation, and evaluation of digital evidence, the role of information technology
specialists, and the use of computer forensic examinations. The importance of
interagency and international cooperation incombating cybercrime isemphasized. The
article concludes that it is necessary to improve the professional training of law
enforcement officers and to introduce modern technical tools in order to increase the
effectiveness of countering offenses in the digital environment.
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CtpemuTtenbHOE pa3BUTHE WHOOPMAIIMOHHBIX TEXHOJIOTUN U HU(POBU3AIIUS BCEX
cthep oOmiecTBEHHOW KU3HU MPUBEIH HE TOJIHKO K PACIIMPEHUI0 BO3MOXKHOCTEH
rocyaapcTBa, 0M3Heca U Tpak/iaH, HO U K OSIBJIEHUIO HOBBIX (hOpM MpaBOHAPYIICHUN
u npectymwieHuil. MHpopMalnMOHHbBIE TEXHOJOTHH BCE 4Yallle MCTOJb3YIOTCS Kak
00BEKT U CPEJICTBO MPOTUBOIPABHBIX JesHUN. B CBsI3U ¢ 3TUM 0CO0YI0 aKTYaIbHOCTb
npuoOpeTaeT COBEpPIICHCTBOBAHME TAKTUKA W METOJUKA  PACCMOTPEHUs
aIMUHUCTPATUBHBIX IMpaBOHApPYILIEHUN B chepe MHOOPMAIIMOHHBIX TEXHOJOTHH, a
TaKXKe€ pacciieloBaHUs NIPEeCTyIUIEHUH, COBepIlIaeMbIX B KHOEpIPOCTPAHCTRE.

[IpaBooxpaHUTENbHBIE OpPraHbl CTaJKUBAIOTCA C HEOOXOAUMOCTBHIO aJanTaluu
TPaAUIIMOHHBIX (OPM U METOJOB NESITCIHPHOCTH K HOBBIM YCJIOBHUSM HH(PPOBOIMA
cpeasl. D10 TpedyeT TIyOOKOTO MOHMMAaHHA crneuupukd KuOeprpocTpaHCTBa,
0co0eHHOCTEH TUPPOBBIX CJICAOB U MEXaHU3MOB (DHKCAIIUU JJOKA3aTEIbCTB.

AMUHUCTpATHUBHBIE MTPaBOHAPYIIEHUS B chepe HHPOPMAIIMOHHBIX TEXHOJIOTUN
NPECTaBISIOT COOOM MPOTUBOTIPABHBIC JIESHUS, IOCATAIONINE HA YCTAHOBICHHBIN
MOPSA0OK MCTIOJIB30BaHU MHPOPMAIMOHHBIX PECYpCoOB, cucTeM u ceteid. K HuM
OTHOCSITCSI HE3aKOHHBIN TOCTYT K HHPOpMAIUH, HApyIIEHUE IPaBUJI SKCIUTY aTalliH
WHQOPMALIMOHHBIX ~ CHCTEM, HE3aKOHHOE pPacClpOCTpaHEHHE TMEePCOHATBHBIX
JaHHBIX, a TAK)KE HecoOoieHne TpedoBaHnii HHGOPMAITMOHHON 0€30MaCHOCTH.

TakTka paccMOTpEHHs [aHHBIX NPABOHAPYIICHUM MOJDKHA YYUTHIBATH UX
cienu(uky, BbIpaXalollylocs B HeMaTepUaJIbHOM  Xapakrepe O0O0BeKTa
NOCSATaTeILCTBA U CII0KHOCTHU BbISIBICHUS (pakTa MpaBoOHApYIIEHUA. BaxHyio poib
UTpaeT OINEepaTUBHOE BBIIBICHHE LU(MPOBBIX CIIEA0B, TAKUX KakK JIOT-(ailibl,
AIIEKTPOHHBIE )KypHabl cCOObITHH, IP-agpeca u uHbIe TEXHUYECKUE JaHHBIE.

MeToauka paccMOTpEeHMsI aIMUHUCTPATUBHBIX J€J1 B JaHHOH cdepe BKIoYaeT
NoCJe0BaTeNbHbII cOOp, aHajlu3 U OLEHKY JJEKTPOHHBIX JOKa3aTelbCTB,
COOMI0ICHHE TPOIIeCCyaTbHBIX HOPM NPU UX (DUKCAIUU, a TaKXKe TP UBJICUCHHUE
CIIEIMAIIUCTOB B 001aCTH HHPOPMALIMOHHBIX TeXHOJ0THA. Ocob0€ 3HaUeHUE UMEET
obecrieueHne COXPAaHHOCTH IUPPOBBIX JOKA3ATEIBCTB M TPEAOTBPAIICHHE HX
U3MCHEHUS WU YHUYTOXKEHUS.

KubepnpectyrmieHuss mpeacTaBiIsiOT CO00KW OOMECTBEHHO ONACHBIE JESHUA,
COBepIIaeMble C  HCIOJb30BAaHUEM KOMIBIOTEPHBIX CHUCTEM, CeTed U
uHbopMalUMOHHBIX TexHosorud. K uymcny Hambonee pacmpocTpaHEHHBIX
KUOEpIPEeCTyIUIEHUI OTHOCSATCSA HECAHKIIMOHUPOBAHHBIN JOCTYH K KOMIIbIOTEPHOM
uHbOpMaLIUK, KOMIBIOTEPHOE MOLIEHHUYECTBO, PACIPOCTPAHEHUE BPEAOHOCHBIX
IporpaMMm, Kpaka IaHHbIX, a TAKKe MPECTYIUICHUS, CBA3aHHbIE C UCTIOJIb30BAHUEM
cetu MHTEpHET.

Metonvka n0Ka3bIBaHUS MO JieJiaM O KUOEpIpPEeCTyIUIEHUSIX OCHOBBIBAETCS Ha

110



aHanu3e IHUQPOBHIX T0KA3aTENbCTB, YCTAHOBJICHHUH TNPUYMHHO-CIIEJICTBEHHOMN
CBSI3U MEXAY AEUCTBUSAMH IOJ03PEBAEMOIr0 U HACTYNMBIIMMHU IOCIIEICTBUIMHU.
BaxxHyto posib WrpaeT NpOBEJEHHE KOMIBIOTEPHO-TEXHUYECKUX JKCIEPTHU3,
NO3BOJISIOIIMX ~ YCTAaHOBUTh  CHOCOO  COBEpPIIEHUS  NPECTyIUICHUS U
UIeHTU(UIMPOBATH UCIIOJIb3yEMBbIE CPEJICTBA.

[lpuBneueHue crneuuaiIucToB B 00J1aCTH HHGPOPMAIMOHHBIX TEXHOJIOTUH
ABJISIETCSI HEOOXOAUMBIM YCIIOBUEM KayeCTBEHHOTO pacciieloBaHus. VX 3HaHMS
MO3BOJISIIOT MPAaBUJILHO UHTEPIPETUPOBATh TEXHUUECKHE TaHHbIE U 00ECIIEYNTh UX
JOIyCTUMOCTb B KAU€CTBE JOKA3ATEIbCTB.

TakuM o00Opa3oM, TakTHKa M METOJMKA PACCMOTPEHHUS aJIMHHUCTPATUBHBIX
npaBoHapyuieHuil B chepe MHPOPMALMOHHBIX TEXHOJIOTUM, a TakKe pacciaeJ0BaHuUs
NpEeCTYIUIEHUH, COBEpIIaeMbIX B KHOEpHpOCTpaHCTBE, TPEOYIOT MOCTOSHHOTO
coBepuieHcTBoBaHus. L{npposuzanus obdmecTra AUKTYeT HEOOXOIUMOCTh OBBIICHHUS
npopeCcCUOHAIBHON TMOATOTOBKM COTPYJHUKOB TPAaBOOXPAHUTENIbHBIX OPTaHOB,
BHEJIPEHHUS. COBPEMEHHBIX TEXHMYECKUX CPEICTB MU PAa3BUTUS MEXKJIYHAapOIHOIO
COTpY/IHUYECTBA.

OddexTuBHOE TPOTHUBOJEHCTBHE MPABOHAPYIICHUAM M TPECTYIUICHUSIM B
KuOEeprnpoCTpaHCTBE BO3MOYKHO JIMIIb MPU KOMIUIEKCHOM TMOJIXO0JE, COUETAIOIIEM
IIPaBOBbIE, OPTAaHU3ALMOHHBIE U TEXHUUECKUE MEPBI, HAIIPABJICHHBIE HA 3aIUTy
UHPOpPMaIIMOHHOW 0€30MaCHOCTH U MPaB rpaxaaH.
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